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Introduction

Developing rules for managing users’ behavior in a virtual world is like inventing a legal system from scratch. 

Although perhaps not the best tool for the jobi, these rules typically rely on contract law principles in the form of

Terms of Service/Use and End User License Agreements (referred to herein as “Terms”).ii The challenge to authors

of these Terms is to balance the competing interests of making the virtual world’s operator commercially successful,

protecting that company from lawsuits or outside interference, keeping true to the virtual world’s design and vision,

and managing and responding to the users’ expectations.

Unfortunately, many operators disregard this balance or rely on outdated boilerplate in the rush to get to market,

resulting in expensive litigation and bad publicity.  For example, the virtual world of Second Life®, “where users

can create content, not just consume it,”iii has been wildly successful.  Linden Lab® the operator behind Second

Life®, recently celebrated the fact “that Second Life® residents have transacted the equivalent of more than one

billion US dollars with each other while spending more than one billion hours in Second Life®.”iv Their road to

success, however, has come with a few speed bumps, such as an invalidation of a standardized arbitration clause,

which may have been avoided with different Terms.v

The aim of this article is to present three key aspects that should be considered when drafting Terms to suit each

virtual world in light of users’ varied expectations and interests.vi First, enforceability concerns are reviewed in

light of recent case law. Next, the ownership of content within the virtual world is discussed in light of the users’

expectations and the design of the virtual world.  Finally, the need to include a code of conduct in the Terms is 

examined. 

Enforceability

The Terms are contracts, held to the same standards and subject to the same defenses as other contracts.  Thus, the

general principles of ensuring that a valid contract exists between two parties - the operator and the user - must be

met.  For example, the user must have the opportunity to fully review the Terms.vii The Terms must be based on

some considerationviii, acceptance must not be procured through fraud or duress, and, perhaps most importantly,



the terms must not be unconscionable.  

Unconscionability is generally evaluated according to both procedural and substantive components; the more

unfair the procedure, the less severe the substantive unconscionability need be and vice versa.ix The procedural

component can be shown via unequal bargaining positions or surprise from hidden terms while the substantive 

component is based on harsh or one-sided results that shock the conscience.x

The Terms for accessing virtual worlds are usually considered contracts of adhesion because the license agreements

are presented to potential users as “take it or leave it”, standardized contracts.xi If the users have objections, 

assuming they actually read the Terms, their only option is to decline the Terms and be denied entry to the virtual

world.  Although this evidence of procedural unconscionability may be contested by showing that there are 

reasonably available market alternativesxii, few companies want to say, “if you don’t like our terms, go play use

our competitor’s version – it’s all the same.” Furthermore, the focus on unique features of the virtual world in 

marketing campaigns can be used as evidence that there are no reasonable alternatives.xiii

Other evidence of procedural unconscionability may result from the arrangement of the challenged provisions, such

as where an arbitration clause is buried in a lengthy paragraph under a “General Provisions” heading.xiv Breaking

out each clause under a clearly defined heading is therefore an important first step.xv Providing important details

in the Terms, such as estimated costs and the rules of arbitration under a selected arbitration organization,xvi may

also be viewed as offsetting the harshness of an adhesion contract.xvii

From a practical standpoint, operators should assume that, if challenged, their Terms will be starting off from a 

disfavored position.  This should be offset by making sure that the Terms are designed to offer as much substantive

equal footing as is practical.  For example, one important factor here is ensuring an equal range of remedies, such

as by requiring both the user and the company to first submit any disputes to arbitration.xviii

Expectations of Ownership

Users of virtual worlds tend to have expectations of how the Terms, particularly regarding ownership of user 

creations, should be handled.  Even where the Terms specifically say that a user’s character or avatar remains the

property of the operator,xix the users often feel entitled to some form of ownership interest, including the right to

sell their account or items acquired within the virtual world.xx Virtual world operators, however, often wish to

maintain control and ownership of the virtual property themselves.

In general, the more customization allowed within the virtual world, the greater the sense of ownership among 

participants in the virtual world.  For example, the virtual worlds of “World of Warcraft®” and “Second Life®”

offer vastly different avatar customization options along with different Terms provisions covering the ownership
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of and responsibility for those customizations.

In World of Warcraft® (WoW), users are given a few basic choices for their avatar’s appearance when it is created,

such as hair color and style.  Any options for customization, such as different equipment, are created, designed,

and coded for the virtual world by the operator, not by the users.xxi Users can configure a few aspects of their

avatars’ appearance and gain access to new equipment, virtual currency, greater levels, and power, creating a sense

of entitlement and ownership of the character.

WoW’s Terms allow only the sale of a user’s copy of the software and, with it, the right to access the virtual

world.xxii The Terms explicitly forbid the sale of in-game items and characters for real world currency.xxiii Despite

this, and despite the refusal of some sites to list sales for such virtual property,xxiv a market for the sale of accounts,

avatars, in-game currency, and items has flourished, as a quick web search on “WoW account sales” can attest.

Thus, where users believe they have contributed something of value to the virtual property, such as the time and

effort spent to create and enhance the character, they are likely to believe their efforts have earned them an 

ownership interest in the virtual property regardless of the Terms.

In contrast, Second Life® not only encourages users to freely create items within the virtual worldxxv, but explicitly

grants the users ownership of their creations.xxvi Second Life® even provides an operator-run currency exchange,

called the LindeX™,xxv and an auction site for virtual land and items.xxv By granting ownership of content to the

users and authorizing sales within the Terms, the operator, Linden Lab®, has actually managed to maintain a large

amount of control – and revenue flow, from associated fees – over the virtual world.

Codes of Conduct

In the real world, the criminal code and the laws of property and torts supplement the law of contracts, offering

different mechanisms for handling disputes and providing a baseline expectation for standards of behavior. In the

virtual world, however, all “laws” stem from the contract between the user and the operator. Typically, the most

serious penalty an operator can impose on a user for violation of the expected conduct is to deny the user future

access to the virtual world, known as banning.xxix In addition, other users often have no enforcement mechanism

against those who violate the Terms other than reporting the behavior to the operator and hoping something is

done.

Although an imperfect solution, the Terms should therefore specify the code of conduct expected out of users of

the virtual world and some explanation of how users can report violations of the code of conduct to the operator.

Court decisions regarding a company’s ability to enforce these codes of conduct are rarexxx, but appear to side with

the company’s right to control interaction within the virtual worlds they provide.xxxi More importantly, from a

community relations standpoint, enforcing clearly articulated rules may irk those users looking to push the 
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boundaries of acceptable conduct, but please others who believe in following the code of conduct and “think most

of the people getting caught in the dragnet are guilty as charged.”xxxii

Further, the Communications Decency Act (CDA) provides a safe harborxxxiii for online service operators from 

liability for user-generated content, including speech. xxxiv In a case against America Online® (AOL), for example,

the Fourth Circuit held that AOL was not liable for publishing posts made by a user, despite AOL’s notice of the

defamatory content.xxxv Similarly, MySpace™ was shielded from liability for messages that violated the website’s

Terms but were created by and exchanged between users without editorial oversight by the company.xxx

Although these two cases were not concerned with virtual worlds per se, the parallels are strong enough to 

encourage Terms drafters to consider the implications. The operator has the right to control all aspects of behavior

within the virtual world.  Further, the operator may enforce the Terms against violators, and is not liable for user

generated content.  The CDA is not an excuse to enforce a code haphazardly, as this would likely annoy users and

offer grounds for a discrimination suit.

Conclusion

This article was intended to provide a starting point for an operator when writing their Terms. The operator should

take advantage of the lessons learned by other operators and include what courts like to see in such contracts.  For

example, each clause should be separated, with a clear heading and include links to useful information, such as

the rules of a chosen arbitration organization.  to the operator should consider their users’ expectations of ownership,

and realize that if they try and forbid users from acting on what they see as their rights, users will find a way

around them.  Operators should explicitly set out a code of conduct for expected behavior and enforce it 

evenhandedly.  Lastly, operators should not copy another virtual world’s Terms, but instead should tailor Terms to

their particular virtual world.
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