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Intellectual Property

Online Copyright Protections after
Viacom v. YouTube
By William D. Schultz
under the new definition, it had the right
and ability to control the infringing acts.
The Viacom decision prompted the
Ninth Circuit to re-examine its Decem-

be.; 2011, decision in UMG vs. Veoh. In
that case, the Court upheld the district
court's grant of summary judgment
beca use the defendants were protected

under the DMCA safe harbor provisions.
However, in June of 2012 the Ninth
Circuit requested that the parties submit

supplemental briefs related to the Second
Circuit's interpretation of the safe harbor
provision. Briefs were su bmitted. No decision had yet been issued as of this writing.
This article outlines the basic parameters of the DMCA, its safe harbor
provisions, the courts' ana lyses of
those provisions, and the impact of the
courts' decisions on copyright holders
and service providers.

SAFE HARBOR BASED ON USER
CONTENT

The DMCA was designed to provide
protection to copyright owners in a
digital world. Effective October 28,
1998, it clarified and extended copyright protection to the Internet. It also

provided for a limitation of liability
opyright holders and online

C

service providers take note. A
recent Second Circuit decision
and pending Ie-hearing in the N inth

Circuit will impact any business that
owns a copyright or that allows others
to post content on its websites .
In Viacom v. YouTube, the Second
Circuit confirmed that a service provider
may avoid copyright infringement under

the safe harbor provision of the Digital
Millennium Copyright Act (DMCA)
unless the provider is provided notice of
or has actual knowledge or awareness
of specific instances of infringement and
does not act expeditiously to remove or

disable the content. The ruling clarified
that general awareness of infringing acts
is insufficient to be disqualified from
safe harbor protection.

For the safe harbor to apply, however, a service provider must show that

it lacked the right and ability to control
the infringing acts. The Via com court
held that right and ability to control "requires something more than the ability
to remove or block access to materials
posted on a service provider's website."
The Second Circuit remanded the case

to determine whether YouTube had
knowledge or awareness of any specific
instances of infringement and whether,

(sa fe harbor) against online service
providers when users post infringing
content on their websites.
In order to qualify for protection
based on user-generated content,
service providers must des ignate an
agent to receive notification of claimed
infringement and provide the agent's
contact info rmation on the website

and to the Copyright Office. After
receiving a copyright hold er's notificati on, the service provider must respond
expeditiously to remove the content or
risk losing the safe harbor protecti on .
In situations where the copyright
holder does not provide notification, the
service provider may receive the benefits
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of the safe harbor provision so long as
the service provider does not have actual
knowledge that its system contains infringing materials, nor an awareness of
facts or circumstances ("red flags") from
which infringement is apparent. If the
service provider has actual knowledge
or an awareness of facts or circumstances from which infringement is apparent,
it must exped itiously remove or disable
access to infringing material.
Additionally, a service provider may

not take adva ntage of the safe harbor
benefits if it receives a financial benefit
directly attributable to the infringing activity where the service provider has the

right and ability to control the activity.
The interpretations of "red flag"
awareness and "right and ability to control" are the centra l issues in the cases

had previously ruled that disqualifi-

tro lled the infr inging activity based on

ca tion of the safe harbor protection
occurs when the service provider has
specific knowledge of particular infringing activity.

its statutory interpretation .
The Ninth Circuit has req uested
that the parties in the Veoh case
submit briefing to discuss the statutory definition of "right and ability to

As it stands, both the Second and
N inth Circuits require actual knowledge or awareness of specific infringing
activity. If these dec isions stand, services
providers who have only a general
awareness of infringing content on their
site will not lose safe harbor protection.

For copyright holders, the holdings
su pport sending actua l notice to the
service providers rather than relying
o n wheth er the service providers have
actual knowledge or an awareness of
specific instances of infringement.
RIGHT AND ABILITY TO CONTROL

control." If the N inth Circuit upholds
its prior decision , there will be a split
of authority over whether a service
provider must be aware of specific infringing material to ha ve the right and
ab ility to control. Further, the "something more" has yet to be interpreted.
Based on the circ uit split and ambiguity, co pyright holders and service
providers should monitor the status of
the Via com and Veoh cases.
SUGGESTIONS FO R SERVICE
PROVIDERS

before the Second and Ninth Circuits.
In Viacom v. You Tub e, Via com
sued YouTube for copyright infringe-

A service provider is disqualified from the
safe harbor if it receives financial benefit

and has the right and ability to control

setting up DMCA notices. The
DMCA provides specific guide-

ment for thousands of instances of
copyright infringe ment based on

the activity. Circuits, however, are split on
the interpretation of the provision.

lin es, including des ignating an
agent to receive no tifica tions of

• Fo ll ow th e requirements for

co pyrighted videos users placed on
YouTube's online service. The district
co urt dismissed th e claims, holding
You Tu be was insulated from infringeme nt based on the safe ha rbor provi-

sion of the DMCA .
In April 2012, the Second Circuit
affirm ed the district court's statutory
interpretation that general awa reness
of in fri ngement was insufficient to
lose the safe harbor benefits. Rather,

If these decisions stand, services providers who have
on ly a general awareness of infringing content on
their site wi ll not lose safe harbor protection .

a defendant will onl y lose the safe
harbor protection if it actually knew
of th e in fringin g acts or was aware of
th e facts and circ umstances that indica te specifi c and id entifiable instances
of infringement.

While the court affirmed the
statutory interpretati on, it reversed the
district court's grant of summary judgment because it found "a reasonable

juror could conclude that YouTube had
actual know ledge of specific infringing
activity, or was at least aware of facts
or circumstances from which specific
infringing activity was apparent."

In June 2012, the Ninrh Circuit requested the parties in UG M v. Yeah to
submit briefs related to the knowledge
and awareness requirements, based on
the Second Circuit decision. That court

The N inth Circuit held the "right and
ability to contro l" provision "requires
control over specific infringing activity
that the provider knows about."

The Second Circuit rejected that interpretation because it was merely duplicative of the knowledge provisions.

The Second Circuit also found that
rhe mere ability to block an infringer's
access was insufficient to disqualify a
service provider from benefitting from
the safe harbor. Instead, the Court
ruled that it "requires something more

than the ability to remove or block

claimed infringement, providing

the Copyright Office proper contact information, and posting the
proper information on the webs ite
in quest io n. Service providers
that have more th an o ne website

should follow the procedures for
each we bsite.
• Refra in from modifying content.

The DMCA safe harbor provision
is designed to remove liability from
service providers who allow for
user-generated content, not content
generated by the service provider.

access to materia ls posted on a service
provider's website."
The Second Circuit remanded the
case to th e district cour t to determine

Service providers that modify the

if You Tube benefited from and con-

control was found. In that case,

user conten t may lose protection.
The Viacom court cited a single

case where rhe right and ability to
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control was found where the service
provider issued deta iled instructions regard ing la yo ut, appearance,
and content. The service provider
prohibited certain types of content
and refused access to those who did
not a bide by the instructions. Service
providers shou ld limit influence over
the specific types of content posted.
• Act quickly. The DMCA requires
that service providers remove or
d isable infringing content expeditiously w h en the safe harbor provisions are triggered .
• Avoid "conscious avoidance." T he
Second Circuit instructed that willful
blindness, or conscious avoidance,
may be applied in appropriate circumstances to demonstrate knowledge
or awareness of specific instances
of infringement under the DMCA.
Service providers who take deliberate
efforts to avoid knowledge of specific
instances of infringement may lose
safe harbor protection.

SUGGESTIONS FOR COPYRIGHT
HOLDERS

When claiming an infringement, provide
written notice that complies with the
DMCA. To avoid any doubt on what constitutes actual knowledge or awareness,
owners should provide notice pursuant to
the DMCA's notification provision. Review the policies on the service provider's
site to co nfirm proper notification .
• Identify the specific location of
infringing content. Copyright owners
who are aware of their content on a
particular site should inform the site
owner of the particula r URL or online
location where the material is located.
General notifications may not be sufficient, depending on the circumsta nces.
At a minimum, provide the URL of
search results that can be replicated by
the service provider.
• Monitor and enforce copyrighted
works. Copyrig ht holders should
monitor th eLr works through

online searches. If a DMCA notice
is posted on the site, copyright
hold ers may provide notice, which
prompts the websi te owner to
remove or disable the content or
face liability.
• Secure copyright registrations.
Provid ing notification of your copyrighted wotk can be simplified by
securing a registra tio n of the work
and pro viding the registration information to the service provider. •
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